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The latest update of Cisco CCNP 350-701 online practice test




Verify your strength, all answers are at the end of the article



QUESTION 1

How many interfaces per bridge group does an ASA bridge group deployment support?

A. up to 16
B. up to 8
C. up to 4
D. up to 2

 

QUESTION 2

Which term describes when the Cisco Firepower downloads threat intelligence updates from Cisco Talos?

A. authoring
B. consumption
C. sharing
D. analysis

 

QUESTION 3

Which Cisco product is open, scalable, and built on IETF standards to allow multiple security products from Cisco and
other vendors to share data and interoperate with each other?

A. Platform Exchange Grid
B. Advanced Malware Protection
C. Multifactor Platform Integration
D. Firepower Threat Defense

 

QUESTION 4

An organization is receiving SPAM emails from a known malicious domain. What must be configured in order to prevent the session during the initial TCP communication?

A. Configure the Cisco ESA to drop the malicious emails.
B. Configure policies to quarantine malicious emails.
C. Configure policies to stop and reject communication
D. Configure the Cisco ESA to reset the TCP connection.
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118214-configure-esa-00.html

 

QUESTION 5

Which capability is exclusive to a Cisco AMP public cloud instance as compared to a private cloud instance?

A. RBAC
B. ETHOS detection engine
C. SPERO detection engine
D. TETRA detection engine

 

QUESTION 6

Which Cisco command enables authentication, authorization, and accounting globally so that CoA is supported on the
device?

A. ip device-tracking
B. aaa new-model
C. aaa server radius dynamic-author
D. auth-type all

 

QUESTION 7

Which two capabilities does TAXII support? (Choose two.)

A. exchange
B. pull messaging
C. binding
D. correlation
E. mitigating

 

QUESTION 8

An organization is implementing URL blocking using Cisco Umbrella. The users are able to go to some sites but other
sites are not accessible due to an error. Why is the error occurring?

A. Client computers do not have the Cisco Umbrella Root CA certificate installed.
B. IP-Layer Enforcement is not configured.
C. Intelligent proxy and SSL decryption is disabled in the policy.
D. Client computers do not have an SSL certificate deployed from an internal CA server.
https://support.umbrella.com/hc/en-us/articles/115004564126-SSL-Decryption-in-the-Intelligent-Proxy

 

QUESTION 9

What is a feature of the open platform capabilities of Cisco DNA Center?

A. domain integration
B. intent-based APIs
C. automation adapters
D. application adapters

 

QUESTION 10

DRAG DROP
Drag and drop the capabilities of Cisco Firepower versus Cisco AMP from the left into the appropriate category on the
right. Select and Place:



Correct Answer:



 

QUESTION 11

Which threat involves software being used to gain unauthorized access to a computer system?

A. ping of death
B. NTP amplification
C. HTTP flood
D. virus

 

QUESTION 12

Refer to the exhibit. Traffic is not passing through IPsec site-to-site VPN on the Firepower Threat Defense
appliance.What is causing this issue?



A. Site-to-site VPN peers are using different encryption algorithms.
B. Site-to-site VPN preshared keys are mismatched.
C. No split-tunnel policy is defined on the Firepower Threat Defense appliance.
D. The access control policy is not allowing VPN traffic in.

 

QUESTION 13

Which policy is used to capture host information on the Cisco Firepower Next Generation Intrusion Prevention System?

A. correlation
B. intrusion
C. access control
D. network discovery

 

QUESTION 14

Which group within Cisco writes and publishes a weekly newsletter to help cybersecurity professionals remain aware of
the ongoing and most prevalent threats?

A. PSIRT
B. DEVNET
C. CSIRT
D. Talos

 

QUESTION 15

What does Cisco AMP for Endpoints use to help an organization detect different families of malware?

A. Tetra Engine to detect malware when the endpoint is connected to the cloud
B. ClamAV Engine to perform email scanning
C. Spero Engine with machine learning to perform dynamic analysis
D. Ethos Engine to perform fuzzy fingerprinting
Reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2016/pdf/BRKSEC-2139.pdf
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